


 

Threats to UK security, prosperity, and societal well-being have surged. In�recent years, four major challenges (COVID-19, Brexit implementation, Russia’s invasion of Ukraine, extreme weather events) have stretched the ability of national infrastructure and capabilities to meet needs and the capacity of households and businesses to absorb shocks. In the decade ahead, a more fraught geopolitical landscape, deteriorating environmental conditions, and startling, hard-to-govern advances in arti�cial intelligence will place core assets, services, and �ows under yet greater pressure and present new risk exposures with unanticipated consequences.The imperative for strengthening national-level resilience is acute, as is well recognised in the recent Integrated Review Refresh and UK Government Resilience Framework. Response strategies will need to take many di�erent forms, function in concert with each other, and evolve over time. Notwithstanding trade-offs with other priorities, required levels of intervention, investment, and mobilisation are becoming ever more elevated.Against this backdrop, improving our ability to measure how resilient we are as a nation is vital. We need a better understanding of how well organised we are for resilience, whether our e�orts are deployed in the 

best ways, and if we are doing enough. This will encourage more e�ective governance, more astute decision-making, and more targeted investment.

Measuring resilience is, however, fraught with di�culty. E�orts must 
appreciate the di�erent ways in which di�erent risks test households, organisations, and the public sector. They must acknowledge the utility of di�erent forms of resilience for di�erent risks and take a view as to where responsibility for resilience lies across di�erent sectors. And they 



 

• Indicative: Standards and benchmarks are valuable where clear 
availability, compliance, and performance targets or thresholds can 
be set and monitored. Surveys are well suited for getting a pulse 
check on state-of-mind topics such as risk and resilience perceptions 
and priorities that can shift quickly. Exercises, whether tabletop 
simulations or full-scale live rehearsals, test the e�ectiveness of plans, 
procedures,�capabilities, competencies, and collaborations.

• Investigative: Performance reviews that retrospectively analyse how 
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Cyberattacks, extreme weather events, supply chain fractures, labour 
shortages, misinformation and disinformation campaigns, and declining 
water availability test households, organisations, and the public sector in 
di�erent ways.
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2.1 Detecting the presence of core 
resilience characteristics

Some studies identify characteristics (robust, �exible, inclusive) that are 
indicative of, or contribute to, resilience. At the level of the individual 
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2.3 Analysing responsive capabilities for 
addressing risks

One aspect of national-level resilience assumes that systems critical to the 
functioning of society and the economy — such as healthcare, education, 
energy, food, communications, and banking — can perform as required 
in the face of di�erent stresses and shocks. To this end, it is important 
to understand what individual operators and thos ith broader systemic 
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GAINING 
PERSPECTIVE
Examining national resilience through di�erent lenses helps 
secure a systemic understanding of capacity and progress. 
It�can also reveal where further action might be taken to 
build�preparedness for future crises.
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2. FOUR LENSES

The UK should consider an approach to measuring the 
nation’s resilience that connects the challenges highlighted 
above and the concepts outlined in the previous chapter 
(“Gauging the Challenge”). This can be done by adopting four 
lenses (see Exhibit 3).

Exhibit 3: Four lenses for measuring national resilience
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The �rst lens enables a view on the mandate for government action and the 
associated oversight that supports decision-making and implementation. 
The next two lenses provide separate perspectives on the “whole-of-society” 
resources that might be drawn on for preparedness and in crises, and the 
ease with which those resources can be roused to action. A �nal lens looks 
at the overall results of the e�ort in the context of evolving circumstances.

Each lens is unpacked below. Its value is noted, its component parts 
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• Budgeting and resourcing that balances the resilience needs of the 
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2.2 Assets and Capabilities

The bedrock of resilience is the reliability of the arrangements that underpin 
daily national life and the resources can be brought to bear on critical 
challenges to deliver pre-emptive preparedness, in-crisis responses, and 
(post-)crisis recovery programmes. Without the right “things”, enough 
of them, the right quality, and in the right places, risk exposures are 
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Exhibit 5: Key issues to explore — Assets and capabilities

• Achievement of appropriate annual maintenance targets by (critical) infrastructure operators

•
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2.3 Coordination and Mobilisation

Powers, assets, and capabilities are not enough by themselves to galvanise 
and continually enhance resilience. To achieve lasting preparedness and 
agility, networks must be deepened and renewed, processes sharpened 
and�tested, levers refreshed and expanded, platforms developed and 
leveraged, responsibilities clari�ed, and trust nurtured.

The core components of this lens are:

• Collaboration within government — joint working across departments 
and agencies, communication with devolved administrations, the armed 
forces and local authorities, and interactions with foreign governments

• Harnessing of private sector strengths — both the self-organising 
preparedness and agility of businesses for their own resilience and, 
additionally, strategic partnering between public and private sectors

• Leveraging of the science and technology research base — both directly 
in support of resilience planning and indirectly to generate the 
sustainable�innovations on which future prosperity depends

• Encouragement and support for communities and the voluntary sector 
— both formally and informally to build a culture of locally driven 
risk�anticipation and crisis response
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Exhibit 6: Key issues to explore — Coordination and mobilization

• E
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Exhibit 7: Key issues to explore — Goals and outcomes

• Literacy of households and businesses on matters such as cyber security, extreme weather anticipation, and health risk mitigation

• Levels of poverty across the country linked to employment levels, cost-of-living crises, and welfare support

• Physical and �nancial ability of households and businesses to cope with supply outages and price rises related to basic services

• Availability of economic opportunities for di�erent demographic, geographic, and ability groups in the context of industrial and economic change

• Economic and health impacts (including excess mortality) of extreme weather events, pandemics, and other crises on di�erent demographic, 
geographic, and ability groups

• Business insolvency rates and the amount of state subsidy applied to nationally-important companies or industries in trouble

• Level of trust in government and corporate messaging driving societal responses to acute and slow-burn emergencies

COMMUNITIES

• Resilience of critical infrastructure and systems to distinct extreme events such as extreme weather/climate or cyber attacks

• Strength of the national �scal position a�ecting the potential application of funds to risks and crises

• Appropriateness of dependency levels on foreign partners — and the reliability of those partners — for critical supplies

• Extent of supply outages of critical goods and services, infrastructure system failures, major industrial accidents, and the closure of important 
manufacturing 
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3. LENSES IN ACTION

CHALLENGE
RISK 
OVERVIEW

KEY RISK 
DRIVERS

POWERS AND 
GOVERNANCE

ASSETS AND 
CAPABILITIES

COORDINATION 
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GENERATING INSIGHT

Di�erent evaluation methods support a lens-based 
approach to resilience measurement. Deployed in creative 
combinations, they can examine arrangements for dealing 
with current challenges, stress situations, and expected 
future needs.
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3.3 Exercises

Value: Whether discussion-based walkthroughs, tabletop simulations, or 
full-scale live rehearsals, exercises help validate plans, develop competencies 
through practice, and test procedures. With an operations focus, they can 
examine the strength of business continuity provisions; more strategically, 
they can explore the likely effectiveness of workaround and backup 
resources for supply-based interruptions. They can also examine how 
speedily capabilities might be brought together and ramped up in a crisis.

Exercises can also examine the process, quality, and speed of decision-
making and execution at all levels. When involving participants from 
different organisations, they can test quality of intelligence sharing, 
communication, and interactions, and the speed of mobilisation. 
Exercises�can validate other training and education e�orts.

Considerations:
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EVALUATION AND THE LENSES

The seven evaluation methods provide varying support for each of the lenses. An illustration of their di�erentiated value is shown in Exhibit 9.

Exhibit 9: How the evaluation methods support the four lenses
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4.2 Cost-bene�t analyses

Value: Cost-bene�t analyses are the foundation of strategic expenditure 
prioritisation exercises, the formulation of speci�c funding bids, and the 
evaluation of policy or project design trade-o�s.

Ex ante, they enable some comparison of intervention options (or no action) 
both within the context of a single imperative and across di�erent policy 
agendas. Ex post, they support value-for-money exercises by examining the 
e�ciency of resource deployment and the e�ectiveness of the outcome.

Considerations:
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CONCLUSION
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