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Introduction
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Technology has long been fundamental to building 
competitive advantage — by reducing costs, enhancing 
flexibility, and improving customer satisfaction. But it 
has become abundantly clear that no single technology, 
no matter how powerful, is proof against disruption and 
changes in consumer demand. Indeed, if the process 
of creative destruction maintains its current pace, half 
of the companies that currently comprise the S&P 500 
could be replaced in the next decade.1

The COVID-19 pandemic has also shown the need for 
companies to adjust rapidly to disruptions in the supply 
chain and to changing consumer needs. For instance, 
after automakers placed microchip orders on hold at 
the beginning of the pandemic as demand for vehicles 
dropped sharply, semiconductor manufacturers 
pivoted, redirecting production to address the huge 
spike in demand for chips aimed at the laptop, gaming 
device, tablet, and consumer electronics markets. Such 
product mix changes come at a high price, as retooling 
a product line is both costly and time-consuming. When 
demand from automakers returned unexpectedly, 
chipmakers lacked spare capacity to meet the demand 
for automotive chips. The resulting shortage in 
automobile chips halted the production of more than 
1 million cars and triggered a US government executive 
order to comprehensively review 







5

The competencies created by integrating different 
technology portfolios increase efficiency in three areas: 
First, by enabling the foundation that facilitates the 
meshing of other technologies; second by enhancing 
product design; and, finally, by optimizing production 
and supporting processes.

Enabling the Foundation

Quick and reliable transmission of data between 
devices is foundational to the autonomous 
technologies at the heart of smart manufacturing. 
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make a purchase when a firm offers customization.8 
But without the help of technology, such 
personalization can be prohibitively expensive.

The use of sensors, RFID tags, and other connected 
devices provides greater operational visibility 
and rich data for AI-enabled decision algorithms. 
This makes for greater safety, quality control, and 
granular traceability, which in turn enable more 
personalization. The individualized product can be 
monitored during assembly, enabling a relatively 
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The scope for integrating different technologies 
transcends traditional “widget” manufacturing and 
underscores its value across a range of industries, 
including the pharmaceutical and food and 
beverage sectors.

For example, access to health data from wearable 
devices — processed using artificial intelligence — 
is enabling pharmaceutical companies to provide 
people with customized vitamins and medications. 
This, coupled with advances in gene-editing 
technology, specifically the use of antisense RNA (a 
molecule that can be calibrated to correct and 
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Emulating Smart É×äëÜ×ÙêëèÛèé- 
A Look Ahead
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From the use of 3D printing in making complex 
medical devices,16 to banks’ implementation of 
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Exhibit 2: Value derived from leveraging complementary technologies

CAPABILITY AND 
UNDERLYING 
TECHNOLOGIES DESCRIPTION

VALUE FOR 
BUSINESS

Business Priority: Product/Service Leadership
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ÃèÛ×êÛè ¿åãæâÛîßêï. ¾ßÝÝÛè Challenges

Answering a set of overarching design questions 
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By anticipating issues that may arise while selecting 
and integrating technologies, firms can manage 
the potential fallout of increased technological 
complexity. This entails coordination across 
multiple vendors to ensure that new technologies 
are compatible with one another and existing tech 
infrastructure. Compatibility must be regularly 
re-evaluated as vendor solutions mature. And 
it requires training employees to manage new 
technologies, as well as communicating with 
suppliers and distributors to facilitate supply 
chain integration and transparency.

Ongoing maintenance and enhancements should 
be planned for in advance. The new environments 
created by these convergent technologies require 
new methods to manage them. Existing IT 
frameworks and processes must be augmented to 
support the new hardware and platforms. If core 
components lose synchronization with one another, 
the increased complexity of these distributed networks 
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Managing the Transition
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ÀÛÜëéßäÝ ¿ïØÛè ÐÞèÛ×êé. 
Protecting Privacy

The recent malware attack on SolarWinds that 
spread to its clients, including the US government, 
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California Consumer Protection Act (CCPA), that list 
tangible financial penalties for data breaches25 not 
only for organizations based in California but also for 
firms with customers in the state. To protect user data 
and consequently themselves, companies that collect 
personal data should reinforce privacy by design, 
when developing cyber safeguards.

Cybersecurity isn’t merely a technology problem; 
62 percent of executives26 believe that the greatest 
threat to their organization’s cybersecurity is the 
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